translate5 settings to use Azure Active directory as OpenID
connect server

The following instructions show translate5 settings that are needed to use translate5 as OpenlID connect client together with MS Azure ActiveDirectoy in
conjunction with the Azure settings, that have been outlined above.
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Authenticated user: Project Manager

Open the client configuration of the client, you want to configure with Login name: manager

translate5 a double click.
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Authenticated user: Project Manager
Login name: manager

translateb
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Clients overview
& add 2 reesn  ENtEr the domain, that should be used for this client to access translateb. One translate5 instance
is able to run on different glgmains at the same time.
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Client name: kunde1
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domain:

Open the Openld Connect
configuration by clicking on the "+"

Openld Connect

For convenience: Please find the MS Azure Login URL for the "OpenlID server URL" field of translate5 below for copying:
https://1ogin.mcrosoftonline. com common/v2.0

Authenticated user: Project Manager
Login name: manager
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Enter the URL to the Openld server to which the user gets redirected —p openidserver \ hupsiilogin.micresoftoniine.com/commens2.d

to for authentication. For MS Azure ActiveDirectory this can always be e
https://login.microsoftonline.com/common/v2.0
Openld user ‘
Instead of "common" you could also put in here your Azure Tenant ID, reme
if you canfigure your Azure correctly. St \
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Combine the following URL template of the Openld issuer URL with the "Directory (tenant) ID" from Azure

https://1ogin. mcrosoftonline.conf{tenant-1D}/v2.0

by replacing {tenant-ID} with the ID you just copied from your Azure instance.

In my example the URL after replacing looks like this:

https://1ogin.mcrosoftonline. com 2c1857d3-4523-41¢c8-b20c-2c82926370d3/v2.0

Authenticated user: Project M
Login name: manager

translate

& Add Z Refresh
Client name Client number
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Enter the resulting URL as "Openld Issuer".
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Openld server: https:/login.m e.com/common/v2.0

default for legacy data Openid htt log ami2c1857d3-4523-41¢c8

Enter the "Application (client) ID" from your translate5 App =% ="
inside Azure ActiveDirectory here. The names are misleading Oper
as there is no standard for this and every OpenlD capable ~
system calls it different.
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Authenticated user: Project Manager
Login name: manager

franslateb
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In the Azure configuration on the first pageyou where requested  name
to create a "Client secret” under "Certificates & secrets” ——p openid . ‘ Ftm*QqDAIIAKP*x]Kw26 cNAZIoCs
. . . passwora:
and temporarily keep that somewhere. Put this secret into .
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the "Openld password" field. If you do not have it any more: URL:
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For convenience: Please find the MS Azure OAuth endpoint URL for copying in the following field:

https://1ogin.mcrosoftonline.com conmon/ oaut h2/v2. 0/ aut hori ze

Authenticated user: Project Manager
Login name: manager
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The "OpenlD OAuth URL" is the OAuth endpoint. & Term search & APl & Pu

For MS Azure ActiveDirectory you can always set this | ..o, PR
to login page:

. . . . Do rct show login page: Automatically redirect to OpenlD Connect server if there is no user session in
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OpeniD Connect server on the login page of translates.
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Authenticated user: Project Manager
Login name: manager

translateb
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Check the translate5 system roles you want Azure > o
to be able to assign to the user. Other roles Azure will
not be able to assign to the users Azure authenticates. .LAQT:E!;;Z-‘ : | |
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(@ Do not show login page: Automatically redirect to Open|D Connect server if there is no user session in

Check this Checkbo)(’ if you do not want to show thE/ translates. If this checkbox is not activated, the text defined in tha text box below will be linked to the

OpeniD Connect server on the login page of translates

translate5 login page, but instead in all cases want to Finally click on "Save"
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Congratulations - you are good to go now! Your users are able to sign in via Azure.

One important note: Since by default a gender is not specified in Active Directory, all users that are created via Azure Active Directory in translate5 will be
female. If you do not want that, you have to create a custom user attribute for your Active Directory users and assign that as a claim to your translate5 app
within Active Directory in the way showed in the Azure Active Directory optional claims configuration.

A second note: If you checked the last checkbox above, users are ONLY able to sign in via Azure on the domain, you defined for this client in its client
configuration. On other domains of the same translate5 instance users will still be able to sign in via the login page.
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