Configuration of translate5 side

) i Authenticated user: Project Manager
In translate5 switch to the Clients panel. Login name: manager
translate5

dministration erminolog) 2 n t-Translat ang S All dients - English -

[ AddTask 2 Refresh

Actions Status Client Task Mame e = = | # Project manager Order date Delivery date (...
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BQ[ Ol BQED @Q open defaultcustomer marcstest / testPptx - Copy.pptx ...  German {Ger... Dutch (Nethe.. v 1 Supervisor, Defau...  04/08/2019 04/11/2019
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Authenticated user: Project Manager

Open the client configuration of the client, you want to configure with Login name: manager

translate5

a double click.

Administration porta -Tr ang I All clients - English -

Clients overview

& Add % Refresh

Client name Client number
kunde1 123456

asdfasdf ww

defaultcustomer default for legacy data

— & Openld Connect
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Instant-Translate

Authenticated user: Project Manager
Login name: manager

All clients - English -

Clients overview

& Add 2 Refresh

Client name
kunde1
asdfasdf

defaultcustomer

G ADFS
@3 Datei  Aktion Ansicht Fenster ?

L A4l 7 lo:|

[ ADFS
~ [ 7] Dienst
| Astributspeicher
] Authentifizierungsmethaden
] Zertifikate
] Anspruchbeschreibungen
1 Gerdteregistrierung
1 Endpunkte
] Bereichsbeschreibungen
1 Webanwendungsproxy
[ Zugrifissteuerungsrichtlinien
[ Vertrauensstellungen der vertrauenden Seite
O A i
| Anwendungsgruppen

Client number Add a client

123456
Client name

W
default for legacy data Client number:
/(ranslales

Enter a client name -
Enter the client number

Enter the domain on which translate5 is
running for that client (the same translate5
instance can run on different domains for
different clients)

®

testcustomer

123

| marc.translales.net‘

— B Qgenld Connect

Click the "+" for OienID settings

Anwendungsgruppen | Aktionen

Name Beschreibung
JoaralaeS exareie 4 |
™
ADFS550 Laschen gt von Marc

Hilfe

Switch to Active Directory FS, go to your translate5
application group, right-click it and click "properties”.

Offnet das Dialogfeld mit den Eigenschaften fur die aktuelle Auswahl

| nvendungsoragpen .

Anwendungsgruppe hinzufigen...
Ansicht »
Meues Fenster hier offnen

& Aktualisieren

Hilfe

| wanslate? eample AD FS application &
Eigenschaften

K Leschen

H Hife
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g Datei Aktion Ansicht Fenster
= 2@ HE
[ ADFS

~ 7] Dienst
| Attributspeicher
| Authentifizierungsmethoden
7 Zertifikate
7 Anspruchbeschreibungen
] Gerteregistrierung

e —

1 Endpunkte

7 Bereichsbeschreibungen

] Webanwendungsproxy
Zugriffssteuerungsrichtlinien
Vertrauensstellungen der vertrau
Anspruchsanbister-Vertrauenssty

Anwendungsgruppen

EERR

Name Beschreibung
Iranslate’ example AD FS appication
™
ADFSSS0 Angelegt vor Marc
translateS example AD FS application Eigenschaften x
Aligemein
Name:
[Iransiate5 examgle: AD FS applcation
EBeschveibung
Arrwendungen
Name: Beschvsibung
Serveranwendung

Web-API
translate5 example AD FS appication - Web-AP|

0K Abbrechen

Anwendung hinzufigen. .

Anwenden

__Open the server application for
editing

@

§§ Datei  Aktion Ansicht Fenster
e 2o

(7] ADFS

v [ Dierst
1 Attributspeicher
“| Authentifizierungsmethoden
5 Zertifikate
1 Anspruchbeschreibungen
| Gergteregistrierung

?

Anwendungsgruppen

7 Endpunkte

1 Bereichsbeschreibungen
| Webanwendungsproxy
Zugrifissteuerungsrichtlinien
Vertrauensstellungen der vertray
Anspruchsanbieter-Vertrauensst

Anwendungsgruppen

B

Mame Baschrebung
translate example AD FS appication
™
ADFS550 Angelegt von Marc
translates example AD FS application - Serveranwendung Eigenschaften x

Hligemein  Verraulch

Name:
[translate5 exampie AD FS appication - Serveramwendung

Cient-ID.
Unietungs-URI
[ || Hinaufigen
hitps //marc trarslate’ net/Aogin ‘ Ertfemen
Beachreibung:

0K Abbrechen | Acwenden

__ Copy the "Client-ID" - it will be
your OpenlID user name in

translate5

_
Anwendungsgruppe hinzufagen...

Ansicht »
MNeues Fenster hier 6ffnen

Aktualisieren

el
H Hilfe

Eigenschaften
K Loschen
H Hitte

_
Anwendungsgruppe hinzufigen...
Ansicht 3
Meues Fenster hier offnen

G Aktualisieren

Hilfe
Eigenschaften

K Loschen

B Hite
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Authenticated user: Project Manager
Login name: manager

All clients - English -

Clients overview

& Add 2 Refresh

Client name
kunde1

asdfasdf
defaultcustomer

testcustomer

Client number
123456

W

default for legacy data

123

Enter the "Client-ID" you copied above from the AD FS application

translateb

Openld user
/ name

nt-Translate

Client number: 123

translates
domain:

marc.translate5.net

— = Openld Connect

Openld server: |

Openld Issuer: |

| 70818ebf-3232-44fd-b6f5-f84ed1 64b0ad|

Openid |
password:

Openld OAuth |
URL

Authenticated user: Project Manager
Login name: manager

All clients A English -

Clients overview

& Add 2 Refresh

Client name
kunde1

asdfasdf
defaultcustomer

testcustomer

Client number
123456

ww

default for legacy data

123

During the AD FS configuration you copied a

Client number: 123

translates
domain:

marc.translate5.net

— = Openld Connect

Openld server; |

Openid Issuer: |

. fEm i IS 70818ebf-3232-44fd-b6f5-fa4ed! 64b0ad
secret key. Enter it here. feme
If you do not have it any more, go to AD FS and —» E:;';‘\:rd: | 2DJZtirpOEL 1 FHSBRVIDSVEF VAL ECUBT-Af]
generate a new one. openidonun |

URL:




G ADFS - o e

S o amien Anicht Feter 2 (50 t0 AD FS, expand "Service” and click on "End points” Sl
= a @ HE

[ ADFS
~ [ Dienst
| Attributspeicher N ——
3 Authentifienigsmethoden Nein Nein 1 WS-Trust 1.3 SAML-Token (asym... Nachricht Ansicht N
1 Zertifikate da n W5-Trust 1.3 SAML-Token {asym... Gemischt
B Aromuchbeschbungen ” MNein . q: . WS-Trust 13 SAML-Token e Meues Fenster hier &ffnen
B Ge::leregiﬂriem a S da da of; ices/Ans/1 icbasic2.. W5-Trust 1.3 SAML-Token {sym...  Gemischt G Aktuzlisieren
| Endpunkte Nein Nein dfs 1 2. W5 Trust 13 SAML-Token {gym...  Gemischt ﬂ Hilfe
=1 Bercichsbeschreibungen Nein Nein Vadf: i Ny dh hasic256 W5-Trust 1.3 SAML-Token {aym Nachricht
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] Zugriffssteuerungsrichtinien e i o /senvces st T4 Tssuedkok et LR Sl Lo o Lol Auf Broey deaktivieren
[1 Vertrauensstellungen der vertrauenden Seite ten fein ! WS Truat 13 SAML Token fym...  Nachich! i
Sl —— Nein Nein 1 WS-Toust 1.3 SAMLToken @ym...  Gemischt Deaktivieren
— 8 Nein Nein 1 WSt 13 SAMLToken &ym...  Gemischt B wire
] Anwendungsgruppen
Nein Nein Jadfs/serdcesAnst /13 windows W5-Trust 1.3 Windows Nachricht
Nein Nein /Jadfs/serices. st/ 13/ windowsmixed W5-Trust 1.3 Windows Gemischt
Nein MNein Jadfs/senices.tnust/13/windowstranspor W5-Trust 1.3 Windows Transpont
Ja Nein Jadfs/seraces Anusttcp. ndows WS-Trust 2005 Local Windaws MNachricht
Nein Nein Jadfe/feenices At /anftactrasolution SAML-Atfact Resolution Anorym Transpart
Ja Ja Jadfs/oauth2/ DAth Anomym Transpart
Metadaten
Ja Ja Jadfa feervicas At /me WS-MEX Anarym Transpart
Copy the path to the i 1 FodersionMetadea/ 200706 Feceratonlleadatasni  Visbund Hnomym Tenspart
da Nein /adfs Asfederationserverservice asm ADFS 1.0-Metadaten Anorym Transport
" "
We”—knOWTl -_‘"'l—-__. QpeniD Connect
| Ja Jz éiguratios
confi gu ration la Ja Jadfs/discovery/ieys OpeniD ConnectyWKS Anomm
Ja Ja Jadfs/userinfo OpeniD Connect Userkfo Anorym
Proxy
Ja MNein Jadfs/proxy/ Web Application Proxy Froxyvetrauenszest..  Transpon
] MNain /adfe/proxy/EstabliehTrust! Web Application Proxy Kennwort Trangparn
Gersteregistrierung
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Sonstiges
Nein Nein Jadfa/potal/updatepassword,” HTTP Anorym Transport
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Authenticated user: Project Manager
Login name: manager

ser Administration Terminology portal Instant-Translate Language resources All clients - English -
Clients overview

& Add 2 Refresh

franslateb

Client name Client number For AD FS the OpenlD Issuer
trans\alfes marctranslateSnet/
kundet 123456 domain is the same URL as the
asdfasdf ww — & Openld Connect
defaultcustomer default for legacy data
Openid server. https://your-adfs-serverdomain.com/adfs/

testcustomer . 123 ) /
Enter the URL to Whlch translateS S Openld Issuer: https://your-adfs-serverdomain.com/adfs/
authentication. For "AD FS" (Active Directory Federation Services) Opentd user

i . . . . eme 70818ebf-3232-44fd-b6f5-f84ed164b0ad
this should be the previously copied path of your "well-know config”, )

. A " " Openld A

but stripped everything from ".well-known/" onwards and added the et 2¢Dj2irpaEL HI6NVTIDGVIFIVALECUbEAS
server dDma|n and prOtOCO| at the start. ngnld OAuth https://your-adfs-serverdomain.com/adfs/.well-known/openid-configura
Enter the URL to your "well-known" config you previously copied, crstemroies] | Edtor O istantransiate O Termsearch

but as before add the server domain and protocol at the start. 0 admin T o T F



System roles: [ Admin (& Editar [ InstantTranslate

Check the translate5 system roles you want Azure »
to be able to assign to the user. Other roles Azure will
not be able to assign to the users Azure authenticates, L2 ||

W Term search O arl 0O pm

[ Da not show login page: Automatically redirect to OpeniD Connect server if there is na user session in

Check th|5 Checkbo)(’ |f you do not Want to ShDW the/ translates. If this checkbox is not activated, the text defined in the text box below will be linked to the

OpeniD Connect server on the login page of translates.

translate5 login page, but instead in all cases want to Finally click on "Save"

forward to Azure for login. “

Congrats! You are done. You can now log via your Active Directory Federation Services into translate5.

One important note: Since by default a gender is not specified in Active Directory, all users that are created via Active Directory in translate5 will be female.
If you do not want that, you have to create a custom user attribute for your Active Directory users and assign that as a claim to your translate5 app within
Active Directory in the way showed in the Active Directory configuration.

A second note: If you checked the last checkbox above, users are ONLY able to sign in via Azure on the domain, you defined for this client in its client
configuration. On other domains of the same translate5 instance users will still be able to sign in via the login page.


https://confluence.translate5.net/display/BUS/Configuration+of+Microsoft+Active+Directory+Federation+Services+%28MS+AD+FS%29+side
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